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Zero Trust Architecture
Principios fundacionales (CISA)

● Identity: IdP, SSO. Resistente a phishing, MFA y 
políticas de contraseñas.

● Device: CDM, EDR, data sharing
● Network: secure DNS, MTA STS, HTTPs,  

segmentación de red.
● Application: testeo de aplicaciones, gestión de 

vulnerabilidades.
● Data: automatización de la gestión del dato

Source: CISA

https://www.cisa.gov/sites/default/files/publications/CISA%20Zero%20Trust%20Maturity%20Model_Draft.pdf


Red Hat y Zero Trust Architecture
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Containers y Kubernetes necesitan DevSecOps
La seguridad no es un producto, es un  proceso
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Red Hat Advanced Cluster Security for Kubernetes (ACS)
Una plataforma cloud para facilitar el  “shift left”

Shift left

Secure supply chain

Extend scanning and compliance 
into development (DevSecOps)

Cloud security posture 
management (CSPM)

Secure infrastructure

Leverage built-in Kubernetes 
CSPM to identify and remediate 
risky configurations

Cloud workload protection 
(CWPP)

Secure workloads

Maintain and enforce a “zero-trust 
execution” approach to workload 
protection



La primera plataforma nativa de seguridad para Kubernetes

Image scanning Registries CI/CD tools DevOps notification SIEM

Build
Secure supply chain

Deploy
Secure infrastructure

Run
Secure workloads

Red Hat Advanced Cluster Security for Kubernetes

Policy engine API

AWS Security Hub

Run anywhere

▸ Public cloud

▸ Private cloud

▸ Hybrid/Multi-cloud



Red Hat Advanced Cluster Security: Casos de uso
Seguridad en todo el ciclo de vida de las aplicaciones

Meet contractual and regulatory requirements 

and easily audit against them

Protect yourself against known 

vulnerabilities in images and running 

containers

Compliance

Gain context to prioritize security issues 

throughout OpenShift and Kubernetes 

clusters

Risk Profiling

Vulnerability Management

Carry out incident response to address 

active threats in your environment

Detection and Response

Ensure your deployments are configured 

according to security best practices

Configuration Management

Apply and manage network isolation and 

access controls for each application 

Network Segmentation





linkedin.com/company/red-hat

youtube.com/user/RedHatVideos

facebook.com/redhatinc

x.com/RedHat

12

Red Hat is the world’s leading provider of 
enterprise open source software solutions. 
Award-winning support, training, and consulting 
services make 

Red Hat a trusted adviser to the Fortune 500. 
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